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Bits, Qubits, (Quantum) Gates, (Quantum) Turing Machines, and Public

key cryptography

How many of you have done programming?

We will not need an actual “quantum” computer.
Instead, (quantum) computer science:

↭ is not exactly a science only (art, simulated experiments);
↭ is not about computers and history, just as astronomy is not only about telescopes

and particle physics is not only about colliders.

All we need is a way to process information.

What is information? Think of a Morse message.
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Bits and bit strings

The basic unit of information is the bit: {0, 1}.

We can represent “knowledge” as strings of bits:

x1, x2, . . . , xn → {0, 1}.

Example:
01100 . . . 101.

0 1 1 0 0 1 0 1 0 1
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Exercise: how many strings?

If we have n bits, how many strings can we write?

number of bits strings how many
1 0, 1 2
2 00, 01, 10, 11 22

3 000, 001, 010, 011, 100, 101, 110, 111 23

n x1 . . . xn 2n

Examples of scale:

↭ 210 ↑ 103;
↭ 232 ↑ 4 · 109;
↭ 2300 ↓ 1090.

One byte = 8 bits, 1 kB = 210 bytes, 1 MB = 220 bytes, 1 GB = 230 bytes.
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Encodings

Of course, with di!erent encodings we could work with trits {0, 1, 2}, integers, and so
on.

For classical computers it is convenient to use bits {0, 1}, also called “on/o!”.

Exercise: encode the word “LEO”.

A = 00000, B = 00001, C = 00010, D = 00011,

E = 00100, . . . , L = 01011, . . . , O = 01110.

Therefore:
“LEO” = 01011 00100 01110.

ASCII uses 8 bits per character.
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Exercise: encode a 2 ↔ 2 RGB image

A 2 ↔ 2 image has four pixels. Each RGB channel can take values in {0, . . . , 255}.

red = 11111111 00000000 00000000,
blue = 00000000 00000000 11111111,

white = 11111111 11111111 11111111.

box / image

(red, white, white, blue)
=( 11111111 00000000 00000000,

11111111 11111111 11111111,
11111111 11111111 11111111,
00000000 00000000 11111111)

vector

With a computer we want to encode information but also to process it: classical
computing.

33 / 1



Exercise: encode a 2 ↔ 2 RGB image

A 2 ↔ 2 image has four pixels. Each RGB channel can take values in {0, . . . , 255}.

red = 11111111 00000000 00000000,
blue = 00000000 00000000 11111111,

white = 11111111 11111111 11111111.

box / image

(red, white, white, blue)
=( 11111111 00000000 00000000,

11111111 11111111 11111111,
11111111 11111111 11111111,
00000000 00000000 11111111)

vector

With a computer we want to encode information but also to process it: classical
computing.

33 / 1



Exercise: encode a 2 ↔ 2 RGB image

A 2 ↔ 2 image has four pixels. Each RGB channel can take values in {0, . . . , 255}.

red = 11111111 00000000 00000000,
blue = 00000000 00000000 11111111,

white = 11111111 11111111 11111111.

box / image

(red, white, white, blue)
=( 11111111 00000000 00000000,

11111111 11111111 11111111,
11111111 11111111 11111111,
00000000 00000000 11111111)

vector

With a computer we want to encode information but also to process it: classical
computing.

33 / 1



Exercise: encode a 2 ↔ 2 RGB image

A 2 ↔ 2 image has four pixels. Each RGB channel can take values in {0, . . . , 255}.

red = 11111111 00000000 00000000,
blue = 00000000 00000000 11111111,

white = 11111111 11111111 11111111.

box / image

(red, white, white, blue)
=( 11111111 00000000 00000000,

11111111 11111111 11111111,
11111111 11111111 11111111,
00000000 00000000 11111111)

vector

With a computer we want to encode information but also to process it: classical
computing.

33 / 1



Manipulating information

We manipulate information using combinations of gates transforming bit strings.

0
NOT

1

0

0
AND

0 1

0
AND

0 1

1
AND

1

Examples of gates: NOT, AND, OR, XOR, NAND.
These gates have tabular representations.
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Truth tables

NOT:

x NOT(x)
0 1
1 0

AND:
x y AND(x , y)
0 0 0
0 1 0
1 0 0
1 1 1

A classical process can be represented as a Boolean function, i.e. a composition of gates.
Example:

f (x , y) = NOT(AND(x , y)) : {0, 1}2 ↗ {0, 1}.

x

y
AND NOT

f (x , y)
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Boolean functions

In general:
↭ Boolean functions are not reversible. Why?

↭ Boolean generators are deterministic. Why?

This gives constraints on classical algorithms.

They are not solved by quantum algorithms.

Exercise: build a Boolean function that realizes a simple comparison test.

x y output
0 0 0
0 1 1
1 0 1
1 1 1

36 / 1
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From transistors to chips

One of the greatest achievements of the last century is the transistor.

A transistor makes it easy to build gates.

Today:

↭ a classical chip has billions of transistors;
↭ there is no standardized “quantum transistor”.
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Universality of AND and NOT

Theorem: AND and NOT are universal.

This gives a way to realize any Boolean function.

Why is this not enough?

Because any circuit still has to work with a fixed number of bits.
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Exercise: a program

A program to compute m!:

input m
f ↘ 1
for i = 1 to m f ↘ f · i
return f

It works for every m.
It works for every m if it fits the memory.
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Automata

Automata read any bit string, maintaining an internal “state” and updating the state
according to some rule.

EVENstart ODD

1

1

0 0

Exercise: design an automaton for strings with an odd number of ones.
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Regular expressions

A regular expression is a string of bits where one can use parentheses, Boolean
operations, and repetition.

For instance, for strings built out of zeros and ones, we can use:

↭ parentheses;
↭ OR;
↭ the star →, meaning “repeat”.

Regular expressions are the bridge between automata and Boolean circuits.
Theorem: a set of strings has a regular expression if and only if it has an automaton.

Exercise: define a regular expression for the set of strings with an even number of ones.
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Why automata are not enough

Now, regular expressions and automata are “weak”.

For instance, they cannot say if a string is a palindrome.

Is a string a palindrome?
Why is this not enough?
Because automata have finite memory.

For the previous question, one may need to “remember” the first part of a string.

Turing machines are the computing model that puts together:

↭ Boolean circuits;
↭ finite automata / regular expressions;
↭ infinite memory.
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Turing machines

# 0 1 0 1 1 0 1 #

head q
state

tape

A Turing machine uses a tape, a head and a finite internal state.
There are Turing machines for AND, NOT, 1 + 1 = 2, for any regular expression, and so
on.
Exercise: Turing machine for AND(x , y).
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Turing machines and halting

Exercise: check out the halting problem and related topics.

This is the “low level” description of any software implemented in a classical hardware
whose unit of information is the bit.

Let us discuss the unit of quantum information and the relevant gates / automata and
Turing machines.
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Cryptographic implications

We have seen how quantum computers are essentially di!erent from classical processors.

Let us conclude with cryptographic implications.

Of such di!erences, consider an asymmetric example common in peer-to-peer internet
communications.
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Alice and Bob

A B
Alice Bob

message
A H ?

B

A sends a message to B through a public channel.
The double-lock trick gives the idea.
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The double-lock trick

A M
A

B A-locked box

A M
A B

B B double-locked box

A M
B

B A removes one lock and sends back the box

A M B B unlocks and reads the message

The mathematical protocol that implements this trick, for example RSA, is based on the
“lock” number and the “key” number.
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Clock arithmetic

“Clock” arithmetic is arithmetic modulo n.

Examples:

↭ on a clock with 12 hours: 1 = 13, 2 = 14, . . .;
↭ 1 + 2 = 3;
↭ 3 · 5 = 15 = 3 modulo 12;
↭ 2 + 7 = 9 modulo 12;
↭ 39 = 3 modulo 12.

In this arithmetic we can define a classically hard problem to solve with a Turing
machine.
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RSA: the hard direction

Let
n = p · q

be the product of large primes.

Euler’s function:
ω(n) = (p ≃ 1)(q ≃ 1).

It is easy to go
(p, q) ≃↗ p · q = n.

It is hard to go
n ≃↗ p, q.
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RSA: public and private numbers

A

↭ chooses p, q secret;
↭ n = pq;
↭ ω(n) = (p ≃ 1)(q ≃ 1);
↭ chooses e with

gcd(e, ω(n)) = 1;
↭ finds d with

ed = 1 mod ω(n);
↭ decrypts cd mod n = M.

public: n, e

c

B

↭ has message M;
↭ computes

c = Me mod n;
↭ sends c to A.
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RSA: public and private numbers continued

In practice, if n = 4, p = 2, q = 2, then

ω(n) = (2 ≃ 1)(2 ≃ 1) = 1.

If n = 33, then one can take p = 3, q = 11 and

ω(n) = 20.

Exercise: how long does it take to find p, q such that n = 1387?

Exercise: using quantum computers, can we speed up these factoring problems?

THE END
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